Hashed passwords

To protect a folder

· Upload the file whereami.php and then run it.  From this, you will need two pieces of information in an .htaccess file (copy one from elsewhere, or even from below and then amend it)


· The AuthUserFile gives you the location of the .htpasswd file.  This is normally located in the folder above the public_html (to keep it away from prying eyes on the web) for the purposes of this demo, it is put into the same folder


· The first Files section tells the system that password protection is installed.  The second Files section attempts to keep .htaccess  away from prying errors.

.htaccess file


DirectoryIndex {!_4032135698_!}.shtml

AuthName "Secure Area"

AuthType Basic

AuthUserFile /home/ancasta/public_html/demo/.htpasswd

<Files "{!_4032135698_!}.shtml">

  require valid-user

</Files> 

<Files .htaccess>

 order allow,deny

 deny from all

</Files>


· You will also need a .htpasswd file.  The way to get the pc-crypted password is to run the whereami.php file which basically gives it to you.  Here is the .htpasswd file for this folder - you can add as many users as you like.

.htpasswd file


mch_system:$1$flQv7DgW$cBmqu34g87NK1p2XC6saX1 


To protect an individual file (using Javascript)

Before we start, it is best to make copies of some files (which we know actually work) and then over-write some of the updated code that we generate.

The three current files are:

         enter-c.js    

an uncompressed javascript file which is called by

         enter-cc.js      
a compacted version of enter-c.js which will further protect 




security  

         sentry-c.html   
the  program which is is actually the authorisation page and 




which calls for either enter-c.js or enter-cc.js
and it is probably an idea to copy them into enter-d.js, enter-dd.js and sentry-d.html
(or the next sequence letter along).

Remember also that .js files are not always visible (in CSE HTML validator unless you turn on tha all files (*.*) option)

1. 
Save redirect.html under a password name of your own choice e.g. 

mchLS64PQ.html and including the actual filename you wish to protect.
       NB it is better to keep 9 alphnumeric characters to enhance security.
2. 
Load this into some filespace and ensure that it works (e.g.

http://kesdon.info/mchLS64PQ.html)


3. 
Run js_pg.html and get the new script.  All that is needed for pasting are the

pass[0] to pass[5] array elements.  



  var pass=new Array();


var t3="";


var lim=9;


pass[0]="LnfIDaQDGpplQUf";


pass[1]="ukeBzvJmNBhHUg";


pass[2]="8sKSRQNf7LWsnar";


pass[3]="5v2YBlnwDFQug62";


pass[4]="9rFkD9ZUj2mGvYL";


pass[5]="19rFkD9ZUj2mGvY";




Paste this code into enter-c.js file  and save it  but put a semi-colon after each of
         the array elements.  We are now going to put this through a compression process 
         which makes the file indeciperable.  
         Copy the whole of the enter-c.js file into the clipboard.




4.  
Run the compression program.  This is both online at:


http://joliclic.free.fr/php/javascript-packer/en/
          but a copy of it has been (legitimately) on MH’s server.  

          Another (seems exactly the same) as available at:

           http://www.daftlogic.com/projects-online-javascript-obfuscator.htm
         To access this, use:


http://kesdon.info/js/example-inline.php
         and paste the .js code in entry-c.js into it.  Run the compression and then copy the
         packed code into the clipboard. There is also another (commercial) compression 
        program (installed) which is Javascript Obfuscator v.4 available at
        http://javascript-source.com  but this is quite expensive.

5.     Paste the code into enter-cc.js and save it.  We now have almost completed the
        process!  Enter the filename enter-cc.js  into the relevant line of sentry-c.html, 
        (src=”enter-cc.js”), save it and run it!


6.     Copy the sentry and enter-xx file mentioned at the start into the webspace.  Then an 
        intruder can only see the compressed .js file on one line!


Currently protected files:

	Name
	.js file
	compressed .js file
	website

	sentry-a.html
	enter-a.js
	enter-aa.js
	mchLS64PP   -->m-hart.com

	sentry-b.html
	enter-b.js
	enter-bb.js
	mchLS64PQ   -->m-hart.com

	sentry-c.html
	enter-c.js
	enter-cc.js
	mchHome09  -->m-hart.com

	
	
	
	


7.    If you feel quite confident, you can redirect from within Apache and dispense with the
       access files (such as mchLS64PP.html) altogether:


  AuthName "Secure Area"

    AuthType Basic


  ErrorDocument 404 http://kesdon.info/404_err.html


  Redirect /mchLS64PP.html http://m-hart.com


  Redirect /mchLS64PQ.html http://m-hart.com


  Redirect /mchLS64PR.html http://m-hart.com


  Redirect /mchLS64PS.html http://m-hart.com


  Redirect /mchHome09.html http://m-hart.com

Futher hint:

You can always minify a file first and then further obscure it with Octal coding...

The URL to minifyjs is: (but remember to turn Advanced Options Normal = ON)
http://www.minifyjs.com/javascript-obfuscator/
The option to further encode (octal?) is:
http://www.javascriptobfuscator.com/default.aspx
Compression comparisons:

enter-c.js

1584

enter-cc.js

1297
(81%)

enter-ccc.js

1080
(68%)

enter-cc3.js (minifyjs+octal coding):  4715

mch/25.01.2009

